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Abstract—Satellite communications represent a
cornerstone in modern information and commu-
nication systems, enabling a wide range of ap-
plications from global positioning and weather
monitoring to critical infrastructure management
and emergency response. As these systems be-
come increasingly interconnected, their exposure
to sophisticated cyber threats grows significantly.
The susceptibility of satellite infrastructures to
cyber attacks highlights the urgent need for de-
veloping, testing, and validating robust security
solutions. Cyber ranges represent essential tools
for cybersecurity research and testing. This paper
presents a novel system-level simulation frame-
work specifically designed for cyber range appli-
cations, enabling end-to-end emulation of GEO
satellite links from ground stations to space and
vice versa. The goal is to provide a realistic and
flexible testbed that can support the assessment
of security measures, incident response strategies,
and the resilience of satellite-ground communica-
tions against various attack scenarios.

Index Terms—Cyber Range, Satellite Commu-
nication, Cybersecurity, Radio Channel Simula-
tion

I. INTRODUCTION

In modern communication infrastructure, satellite
systems are a critical component, enabling several
services ranging from telecommunications and navi-
gation to Earth observation and national security [1],
[2]. As these systems increasingly adopt Commercial
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Off-The-Shelf (COTS) technologies [3], their attack
surface expands, exposing them to a series of sophis-
ticated cyber-physical threats [4], [5]. In fact, the
integration of heterogeneous systems, including both
terrestrial and non-terrestrial networks, amplifies the
satellite-based network’s attack surface. Therefore,
the development of robust cybersecurity measures to
safeguard interconnected infrastructures has become
essential to ensure long-term resilience. Satellite com-
munications and systems security are gaining increas-
ing attention within the scientific community. Recent
research highlights growing concerns over the poten-
tial exploitation of vulnerabilities in satellite-based
data services, including adversarial manipulation of
satellite observations in applications such as weather
forecasting [6]. This trend reflects a broader shift in
focus, with researchers investigating threat modeling,
anomaly detection, secure communication protocols,
and resilience strategies for spaceborne systems [7]—
[9]. Thus, the convergence of cybersecurity and space
technologies creates a new interdisciplinary frontier
that aims to protect the integrity and reliability of
satellite-enabled infrastructures.

Cyber ranges are becoming essential tools for ad-
vancing cybersecurity research and solutions devel-
opment [10] [11]. Cyber Ranges are controlled and
high-fidelity simulation environments that enable the
testing of realistic attack scenarios, the validation
of defensive strategies, and the training of opera-
tors under adversarial conditions [12]. In particu-
lar, cyber ranges tailored to space systems allow
the emulation of satellite-to-ground communication
and supply chain compromises that are crucial for
assessing the resilience of both legacy and next-
generation space infrastructures [13]. The European
Space Agency (ESA) space cyber range provides
a virtual-physical environment for communication-
level threat simulation and operator training [14].



However, the lack of support for end-to-end testing
across space and ground segments represents a lim-
itation. The NASA Operational Simulator for Small
Satellites (NOS3) supports flight software develop-
ment and component-level testing in small satellite
missions, but lacks features for integrated cyber-
security validation, threat modeling, and standard-
ized protocol emulation, such as Consultative Com-
mittee for Space Data Systems (CCSDS) protocols
[15]. The Unified Cybersecurity Testing Lab intro-
duces modular test beds, including Software-Defined-
Radios (SDRs) to emulate multi-domain protocols
[16]. The OpenSatRange platform proposed in [17]
is focused on scalable satellite communication em-
ulation and configurable scenarios within a cloud-
based environment. However, it does not currently
integrate CCSDS protocols testing or structured op-
erator training frameworks. Finally, authors in [13]
propose attack scenarios for OpenSatRange targeting
satellite system vulnerabilities.

This work presents a system-level simulation
framework for the emulation of GEO satellite com-
munication links within cyber ranges. The architec-
ture supports high-fidelity, end-to-end modeling from
ground station application data to the satellite and
back, featuring full implementation of the CCSDS
and Space Link Extension (SLE) protocol stacks, bit-
stream generation, and Telecommands and Teleme-
try (TC/TM) waveform handling. The framework
enables the creation of realistic and customizable
scenarios by combining protocol-level emulation with
detailed physical channel modeling. In summary, the
key features of the proposed framework include:

e Full emulation of CCSDS and SLE protocol

stacks;

o Flexible modeling of satellite channels, including

environmental and atmospheric effects;

o Generation and handling of CCSDS TC/TM

waveforms.

The framework is designed for extensibility and
fine-grained control down to the bit level, thanks
to a queue-based communication overlay layer. It
further incorporates real-time weather-based atten-
uation, channel interference estimation, and multi-
band signal combination for spectral overlap model-
ing. Space weather effects, such as solar flare-induced
interference, are also considered. Therefore, the pro-
posed framework enables operational exercises re-
quiring realistic physics simulation, such as jamming
detection in Ka-band, link-margin assessment under
ITU-R P.618 rain/scintillation, co-channel interfer-
ence, and recovery from solar conjunction events.

Compared to the ESA Cyber Range [14] and the
Unified Cybersecurity Testing Lab [16], this work
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Fig. 1: General Architecture of the queue-based mod-
ules communication.

integrates complete CCSDS and SLE protocol stacks
with ITU-compliant RF channel modeling, enabling
end-to-end emulation rather than packet-level replay.
In contrast to NOS3 [15], which focuses on flight soft-
ware and spacecraft dynamics, our framework focuses
on transmission emulation and protocol-level evalua-
tion. OpenSatRange [17], on the other hand, provides
RF loopback and interference tests but does not in-
clude waveform-level integration with CCSDS/SLE.
Accurate RF modeling is essential for simulating
scenarios that cannot be represented by simple delay
or packet-loss emulation. These include wideband
and narrowband jamming, adjacent-channel inter-
ference, cross-polarization and pointing losses, and
space weather events such as solar flares. Such effects
directly impact link performance, and, consequently,
determine the resilience of CCSDS/SLE protocol
stacks during cyber exercises. The framework there-
fore enables training and assessment under condi-
tions where physical-layer impairments are a critical
part of the security challenge.

The remainder of this paper is organized as follows:
Section II details the system architecture. Sections
IIT and IV report the reference deployment, settings,
and validation results within a cyber range context.
Finally, Section V concludes the paper and discusses
future extensions.

II. FRAMEWORK ARCHITECTURE

Cyber ranges rely on virtualization platforms
to create isolated, and reproducible environments.
Common solutions like VMware ESXi [18], Microsoft
Hyper-V [19], KVM/QEMU |[20], and Proxmox VE
[21] support the deployment of virtual machines
(VMs) and containers hosting critical components.
Hypervisors provide advanced networking features
such as virtual bridges, VLANs, and software-defined
networks (SDN), enabling fine-grained control over
bandwidth, latency, routing, and isolation. Network
isolation is essential in cyber range design, as ex-
ecuting attacks on non-isolated networks can lead



to unintended traffic propagation or legal issues.
Isolated setups, on the other hand, ensure safety and
allow full observability through monitoring probes
and traffic inspection tools.

A. General Architecture

1) Queue-Based Modules Architecture: Figure 1
depicts the proposed queue-based communication
architecture, designed for virtualized environments
supporting both VMs and containers. The virtualiza-
tion engine abstracts hardware resources and hosts
heterogeneous instances representing functional com-
ponents such as ground stations, terminals, or
mission-critical applications. Each instance includes
a custom guest OS and an application layer. All the
components communicate via a queue-based overlay
network that models event-driven interactions, i.e.,
signal reception, featuring fine-grained control over
packet flow, latency, and delay. A central queue ser-
vice manages asynchronous message exchange over
the underlying TCP/IP stack, leveraging the hyper-
visor’s network services. This architecture supports
several simulation scenarios, including low-level pro-
tocol manipulation and dynamic topology reconfigu-
ration, while remaining hypervisor-independent.

2) Queue-Based Module Design: Figure 3 reports
a simplified conceptual view of the internal organi-
zation of a single application, e.g., ground station,
Uplink/Downlink, etc., within the overall framework.
The design follows a block-based approach for ser-
vice logic, communication handling, persistent data
management, and API exposure. The modular design
ensures the reproducibility of the system, enabling
individual components to be developed, tested, and
independently deployed.

3) Message Structure: Figure 2 shows the mes-
sage structure used within the queue-based overlay
communication network. The message is composed
of two main branches: (7) Uplink/Downlink, and
(i) LinkInfo. The Uplink/Downlink branch contains
raw bitstreams, i.e., the input and the output bi-
nary packets, as well as a set of communication
performance statistics, including channel capacity,
signal-to-noise ratio (SNR), bit error rate (BER), and
transmission errors. The LinkInfo branch encapsu-
lates satellite link contextual metadata, such as the
timestamp and all the detailed layout information
of the communication link, including ground station
parameters (e.g., elevation angle, position, height)
and satellite attributes (e.g., latitude, longitude, al-
titude).

B. Uplink/Downlink Channels

The Uplink and Downlink channels have been
designed according to the CCSDS specification [22]-

[26]. We built the transceiver modules based on
the examples and functions provided by the MAT-
LAB Satellite Communication Toolbox [27], [28]. The
Satellite Communication Toolbox implements all the
necessary functions, including waveforms, receiver
processing, etc. In general, both uplink and down-
link are composed of two main modules: (i) Radio
Frequency (RF) CCSDS Frontend, and () Radio
Propagation model, respectively.

1) Radio Frequency CCSDS Frontend: Figure 4
(a) reports the RF frontend architecture that gener-
ates a complex baseband CCSDS TC/TM waveform
from the incoming packets, i.e., the bitstring. The
incoming bitstream is arranged into a CCSDS trans-
fer frame of a maximum length of 800 octets. The
resulting signal will be amplified up to the transmis-
sion power, and, finally, an additive white Gaussian
noise (AWGN), evaluated according to the specific
earth-space layout, will be added to the signal. The
lower process chain shows the synchronization, de-
modulation, and decoding of the received signal to
get the outPacket.

2) Radio Propagation Model: Figure 4 (b) reports
the radio propagation blocks that are used to evalu-
ate the satellite link budget, taking into account all
the relevant information of earth-space layout, path
loss, atmospheric losses, and interference. The effec-
tive isotropic radiated power (EIRP) is calculated in
decibel milliwatt as:

EIRP = Py, — Ly — Lix + G (1)

where Py, is the transmitting signal power, i.e., post-
amplified, L the feeder loss, Ly other transmission
losses, and G, the antenna gain.

The free-space path loss (FSPL) is computed using
the Friis equation:

Ard
Ly, = 201ogy, (K) (2)

where d represents the distance between the ground
station and the satellite in meters, and A is the
wavelength. Atmospheric attenuation Lty and po-
larization mismatch L. losses are subtracted from
EIRP to obtain the isotropic received power:

P.; = EIRP — Lfs — Latm — Lpol - Lpointing (3)

The Lpointing factor takes into account possible mis-
pointing losses, e.g., 1 dB.

The carrier-to-noise density ratio is derived as
follow:

C G

No Py + T~ 1010g,o(k) — Lyy (4)
where G represents the antenna gain in dBi, and T
is the equivalent noise temperature of the receiving
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system in Kelvin. Therefore, the ratio G/T is the
receiver figure of merit. Finally, k£ is Boltzmann’s
constant, and L, are receiver losses.

The energy-per-bit-to-noise density ratio is com-
puted as:

Ey C
— = — —101 R, 5
No No 0g1o(Fp) (5)
where Ry is the transmitter bit rate.
. Ey Ey
M =— — | — — Lim 6
argin N, ( N ) . pl ( )

where Linp takes into account additional system
implementation losses.
Finally, the SNR is evaluated as:

SNR = =

Limpl +raB + Map — spsap~ (7)
where r is the coding rate, M the modulation order,
and sps the samples per symbol.

a) Atmospheric Attenuation: The atmospheric
attenuations are modeled by combining the ITU-R
P.618 propagation loss model [29] with real-world
meteorological data retrieved from Meteostat [30].
The framework uses the MATLAB p618 Propagation
Losses, which is the base implementation of the ITU-
R P.618 recommendation [31]. This utility computes
the total propagation losses, including rain attenu-
ation, cloud/fog, and tropospheric scintillation con-
tributions, based on frequency, elevation angle, and

atmospheric parameters, i.e., temperature, pressure,
relative humidity, and rainfall amount recorded over
a given period, used to estimate the rain rate. In
the proposed extension, this model is dynamically
driven by real-time or historical weather observa-
tions. Specifically, the system queries the Meteo-
stat service using the geographic coordinates of the
ground terminal, selecting the closest meteorolog-
ical station. The meteorological data corresponds
to horizontal surface measurements taken from the
nearest weather station. Although the satellite signal
traverses the atmosphere vertically, surface-level me-
teorological parameters are used for vertical profiles
within the ITU-R P.618 model [29]. This simplifica-
tion is acceptable in non-critical scenarios, such as
cyber range training, where repeatability and inte-
gration are prioritized over absolute accuracy. The
retrieved parameters affect the following atmospheric
loss components:

e Rain attenuation L,.;, is computed as a function
of rain rate and frequency,

o Gaseous attenuation Lg,s depends on tempera-
ture, pressure, and humidity,

e Cloud and fog loss Lg,g are affected by liquid
water content and cloud thickness.

The final atmospheric loss L, is then calculated

as the sum of all components:

Latm = Lrain + Lgas + Lfog + Lsci (8)

where Lg; factor takes into account the tropospheric
scintillation loss.
3) Interference Modeling:

a) Solar Flares: The proposed model integrates
an electromagnetic (EM) interference module that
estimates the power contribution of the Sun as a
noise source during periods of solar conjunction or
flare activity. The implementation is aligned with
ITU-R S.1525 [32], which provides analytical ex-
pressions for solar radio emission contributions to
the noise temperature and J\% degradation [32]. The
proposed model considers the Sun aligned behind
the satellite from the Earth’s perspective. Therefore,
it contributes to high-intensity radio emissions that
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degrade the SNR. According to [32], the interference
is based on solar radio flux density and antenna
characteristics. For the sake of clarity, the simu-
lation does not dynamically compute orbital posi-
tions to determine conjunction events. Instead, the
phenomenon is abstracted as a boolean condition,
i.e., active/inactive. Future developments will inte-
grate realistic orbital dynamics to model conjunc-
tions based on actual Sun/Earth/Satellite positions.

The solar power Py, received at the antenna is
computed as:

Psun = Psun * Aeff -B (9)

where:

e Seun is the solar power spectral density in
W /m?/Hz,
e Ag=mn-7 (%)2 is the effective antenna area
expressed in m?, with diameter D and efficiency
m,
e B is the system bandwidth in Hz.
The resulting solar noise power is expressed in
dBW as:
Psun,dBW =10 loglo(Psun) (10)
This value can be directly introduced into the
interference budget of the link as an additive noise
term when computing C/Ny or SINR, particularly

under worst-case solar activity. Therefore, the SINR
can be evaluated as:

PT$

SINR = ————
Pnoise + Pint

(11)
where P,, represents the legitimate received signal
power, P,.se takes into account the noise power,
and P;,; takes into account the interference power,
which may include contributions from solar events
or malicious RF emitters (if any). The interference
impact is especially relevant in GEO satellite links
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Fig. 5: Basic architecture of the interference manage-
ment handling

during solar transit periods, where antenna align-
ment toward the Sun may coincide with the satel-
lite direction. The resulting effective energy-per-bit
to noise-plus-interference ratio (E,/N) is computed
starting from the SINR by taking into account the
modulation order, coding rate, and oversampling
factor as follows:

E
Fb = SINR — rqg — MygB + Spsas

(12)

b) Intentional and unintentional interference:
The framework incorporates both intentional (e.g.,
jamming) and unintentional (e.g., spectral overlap)
interference sources through a waveform-level super-
position approach. This approach allows the sim-
ulation of overlapping multiple signals arriving at
the receiver, such as co-channel emitters, broadband
jammers, or adjacent-band interferers.

The interference is modeled as one or more dis-
tinct baseband signals, modulated with potentially
different carrier frequencies, bandwidths, and power
levels. Clearly, the interference signal is treated as
undergoing the same transmission process previously
described. Therefore, the framework uses the ge-
ographic coordinates of the interfering transmitter
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to assess whether the source has a valid line-of-
sight to the satellite. This ensures that only realistic
interference contributions are considered, accounting
for antenna elevation angle, satellite position, and
propagation conditions. Figure 5 reports the basic
flow of the aforementioned interference handling in
the case of two ground stations. The received signals
are then combined into a single composite waveform:

N
Yex(t) = ysig(t) + Z Yint,i (t) (13)

i=1
where ygg(t) is the useful transmitted signal and
Yint,i(t) are the interference components. The final
waveform y,«(t) represents the real-time input re-
ceived by the satellite’s RF frontend. Therefore, the
following effect can be simulated: (i) narrowband
or wideband jamming attacks, (%) in-band unco-
ordinated transmissions, (i) frequency-adjacent in-
terference, usually due to misconfigured emitters,
and (iv) inter-satellite link contamination in dense
constellations.

The framework supports scalable operational
modes based on available resources, starting from
lightweight emulation for constrained environments
to full waveform-level signal processing when suf-
ficient computational capacity is available. The
lightweight configuration models channel degrada-
tion analytically, without waveform generation, by
computing the expected SNR or SINR using the
radio propagation model. The resulting degradation
is then directly applied to the bitstream by injecting
bit errors at a rate consistent with the expected BER.

C. Space Link Fxtension (SLE) and CCSDS Proto-
cols Integration

Figure 6 illustrates the proposed integration of the
SLE and CCSDS protocol stack within the virtual-
ized cyber range environment. The architecture is

divided into two main parts: (i) the satellite threat
scenario, and (b) the satellite scenario infrastruc-
ture. In a nutshell, the first part emulates the SLE
User(s) and Ground Station Provider(s) roles, while
the second part simulates the satellite wireless links
modeled according to the above-mentioned queue-
based architecture.

The SLE User and Provider modules are in-
terconnected via a TCP/IP stack [33] managed
by the virtualization platform. The SLE Provider
has been developed by using the open-source
visionspacetec/sle-provider [34]. For the pur-
pose of this work, the SLE Provider reported in [34]
has been extended to interface with a queue-based
infrastructure, enabling the decoupled transmission
and reception of CCSDS Level-2 Frames through
publish /subscribe paradigm. The bitstream will be
generated from each transfer frame and passed across
queues. Within the satellite scenario infrastructure
part, the uplink/downlink chains are connected to
a queue endpoint that receives bitstreams from the
SLE-based system and vice versa. Figure 6 introduces
a conceptual module representing the satellite’s OBC
(On-Board Computer), responsible for further pro-
cessing of received telemetry and telecommand data.
For the sake of clarity, the satellite OBC architecture,
processing logic, and validation are out of the scope
of this paper and will be addressed in future works.
The aforementioned architecture is written in Python
and MATLAB. The former is used for protocol
and logic handling (SLE, CCSDS, queue processing),
while the latter is employed for link modeling and
signal-level analysis. The SLE User has been im-
plemented by using the librecube/python-sle li-
brary [35]. Finally, the spacepackets Python library
[36] has been used to generate the Level-2 CCSDS
Transfer Frames. Further extensions have been added
to support binary frame generation, frame sequence
management, and user data field insertion, such
as the CCSDS Function packets, adhering to the
CCSDS 132.0-B and 133.0-B recommendations. The
integration between the modules has been validated
through an automated Git-based CI/CD pipeline
[37], which executes unit and interface tests across
all key components. The set of validation procedures
are summarized in the Appendix.

III. REFERENCE DEPLOYMENT AND VALIDATION
SETTINGS

Figure 7 reports the reference deployment topology
implemented during system testing and validation.
The diagram shows a segmented network embedding
three principal zones: (i) the Command & Control
Network (hosting the SLE User), (i) the Ground
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Stations Network (hosting the SLE Provider), and
(#ii) the Infrastructure Network (hosting internal
components such as the queue and channel servers).
Each zone is firewall-protected to simulate network
policies and real-world segmentation. The NAT (Net-
work Address Translation) service is used to expose
only selected services, such as the SLE Provider,
while keeping internal services (e.g., queues, satellite
link models, and satellite models) hidden and iso-
lated. The red boundary defines the trust boundary,
i.e., the Infrastructure Network, that is intentionally
made unreachable from external attackers within the
cyber range scenario, ensuring the integrity of back-
end components. The above-mentioned deployment
uses a virtualization server running Proxmox VE
8.2.4, equipped with a 112-core Intel Xeon Platinum
8176 (2.10 GHz) CPU and 1 TB of RAM. All services
were containerized via Docker to ensure modularity
and deployment reproducibility.

The selected deployment topology can be further
expanded to emulate a complex ground station net-

work and other departments’ network segments, en-
abling the evaluation of lateral movements, internal
threats, and supply chain compromises. Figure 7
also illustrates the SLE PDU and CCSDS frame
structures, their encapsulation, and flow along the
communication path. The blue arrow highlights the
end-to-end SLE over TCP data flow, while the yellow
arrow highlights the transfer of CCSDS Layer 2
frames across the system architecture. Finally, the
brown arrow highlights the bitstream communication
between the Queue and the Uplink/Downlink server.

Table I summarizes the reference parameters used
within the system-level validation phases. All the val-
idation results are based on a simplified but realistic
configuration involving a single ground station and a
geostationary satellite (GEO). The ground station is
geographically located at a latitude of 40.53°, and a
longitude of 17.43°, while the satellite is positioned in
a nominal GEO slot with slight inclination (Latitude:
3.06°, Longitude: 0.11°) at an orbital altitude of
approximately 38,224 km. Transmitter and receiver



TABLE I: Reference Configurations

Parameter [ Value | Unit / Note
Ground Station (GS) Configuration
Latitude 40.53 degrees
Longitude 17.43 degrees
Altitude 120 meters
Parasite GS Configuration
Latitude 40.63 degrees
Longitude 17.94 degrees
Altitude 120 meters
Satellite (SAT) Configuration
Latitude 3.06 degrees
Longitude 0.11 degrees
Altitude 38224 km
Transmitter (GS)
HPA Output Power 23 dBW
Output Back-Off (OBO) 6 dB
Feeder Loss 2 dB
Other Losses 3 dB
Antenna Gain 46.5 dBi
Receiver (SAT)
Interference Loss 2 dB
G/T (Gain over Temp) 25 dB/K
Feeder Loss 1 dB
Other Losses 1 dB
Link Properties
Carrier Frequency 30 GHz
Bandwidth 36 MHz
Bit Rate 10 Mbps
Required Ey/No 10 dB
Availability 99.9 %
Implementation Loss 2 dB
Polarization Mismatch 45 degrees
Antenna Mispointing Loss | 1 dB
Radome Loss 1 dB
Solar Interference Power Estimation
Antenna diameter 1.2 m
Antenna efficiency 60 %
Solar flux density 1.1 x 10721 | W/m?/Hz

hardware parameters are set to typical values for
operational Ka-band systems. The physical layer as-
sumptions include a link bandwidth of 36 MHz, a
target bitrate of 10 Mbps, and a required Ej,/Ny of 10
dB. Atmospheric attenuation, implementation losses,
and polarization mismatch are also incorporated in
the model to reflect realistic link impairments. The
assumption of a single GS-GEO configuration pro-
vides a controlled, traceable baseline for quantify-
ing the behavior of the proposed architecture under
both nominal and adverse conditions. Extensions to
LEO/MEO constellations and heterogeneous ground
stations are part of planned future work.

IV. PHYSICAL MODEL VALIDATION

Figure 8 reports a comprehensive evaluation of
link performance under different environmental and
system-level conditions, using a fixed reference layout
and key parameters. Figure 8 (a) shows how the
link quality, expressed as energy-per-bit to mnoise
power spectral density (Ep/Ng), deteriorates as the
frequency increases from 20 to 40 GHz. This behavior

is expected due to the higher free-space path loss
(FSPL) and the increased atmospheric attenuation
at higher frequencies. In addition, a disruptive drop
is visible at 30 GHz, where a jammer is introduced,
i.e., Pirate GS. The jammer’s contribution is modeled
explicitly, and its impact is visualized through a dis-
tinct marker, validating the framework’s interference
injection capabilities. Figure 8 (b) illustrates the re-
ceived solar power (in dBW) due to solar radio flux as
a function of the receiving antenna diameter. The in-
terference increases with the aperture area, confirm-
ing that large antennas, while improving gain, also
capture more broadband noise from other sources,
i.e., the Sun. In Figure 8 (c), the link performance
is further evaluated in the presence of solar flare
events with three different power spectral densities,
ie., 1.1 x 10721, x1072 and 1 x 10720 W/m?/Hz.
These quantities correspond to quiet, moderate, and
active solar conditions, respectively. As expected,
the Ey/N degrades progressively as the solar in-
tensity increases and with larger antenna apertures,
demonstrating the framework’s ability to account
for time-varying space weather phenomena. Figure
8 (d) examines the link margin, i.e., the difference
between actual and required Ej/Np as a function
of transmission bitrate. Higher bitrates reduce the
energy per bit, thus reducing the margin. The curve
confirms that under nominal channel conditions, the
link is sustainable up to mid-range bitrates, after
which the margin approaches zero, potentially lead-
ing to outages. Figure 8 (e) presents a dual-axis plot
that links atmospheric rain rate to both attenuation
and E,/Ny. As expected, the increasing rain rate
leads to a rise in total attenuation, which directly
contributes to a linear degradation in E,/Ny. The
adoption of the ITU-R propagation models, coupled
with meteorological inputs, confirms the framework’s
support for realistic weather-aware performance esti-
mation. Figure 8 (f) shows the power spectral density
(PSD) of three signals involved within the model
validation: (%) the legitimate QPSK signal, (ii) the
interfering GMSK signal, and (74) their combination.
The legitimate QPSK signal (orange) is centered in
frequency and exhibits a spectral shape consistent
with pulse-shaped modulation using a raised cosine
filter. The interfering GMSK signal (yellow) is off-
set in frequency by 30 kHz and shows the typical
compact spectral footprint of GMSK modulation.
When the two signals are combined (blue curve),
their spectral overlap becomes evident, leading to
non-negligible in-band interference. The model val-
idation described above focuses on internal consis-
tency checks and qualitative alignment with I'TU-R
propagation models. A quantitative comparison with
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signal, along with their combined waveform (f).

measured satellite link data or third-party simulators
is planned as future work, as it would require access
to datasets beyond the current institutional scope.

V. CONCLUSION

This work presented a modular simulation frame-
work designed for end-to-end satellite communi-
cation links, specifically tailored for cyber range
and emulation environments. The architecture in-
tegrates CCSDS/SLE protocol modeling, ITU-
compliant propagation effects, and advanced interfer-
ence simulation, including jamming, spectral overlap,
and solar flare scenarios. Queue-based communica-
tion enables decoupled interaction between ground
stations and virtualized satellite services. Functional
validation was carried out using automated Git-
Lab pipelines to test CCSDS packet structures and
telemetry handling, confirming the significant impact
of both environmental and intentional disturbances
on link-level metrics such as Ep/Ny, link margin, and
BER. This integration demonstrates that realistic
physical-layer behavior can directly influence cyber-
defense response strategies, enabling trainees to ob-
serve the operational effects of attacks and counter-
measures in real-time rather than only theoretical
metrics. Future developments will focus on increasing
the fidelity and applicability of the framework by

supporting a wider range of orbital configurations,
such as LEO, MEQO, and a more accurate simulation
of interference patterns. In addition, future evalua-
tions will involve operator teams in realistic cyber-
range exercises to assess the framework effectiveness
in training and incident-response testing, as well as
quantitative benchmarking and large-scale scalability
tests.

APPENDIX

This appendix provides additional implementation
and validation details related to protocols handling,
memory usage, and timing characteristics of the
framework components.

The CCSDS and SLE packet handling components
were validated through automated unit tests inte-
grated into a GitLab CI/CD pipeline [37], which
provides consistency across software revisions and de-
ployments. The test suite verifies encoding, decoding,
and integrity checks in full compliance with CCSDS
specifications. Specifically, the CCSDS module has
been tested for frame construction and parsing, in-
cluding Test, Function Execution, and Housekeeping
packet types. The validation process of the SLE
telemetry interface includes socket initialization, en-
coding of Telemetry Transfer Frames (TTF), and
robust handling of edge cases such as invalid service



TABLE II: Summary of CCSDS and SLE Unit Tests

Component Test Description

Method

Test Packet nary

Generate CCSDS Test packet and validate bi-

Unpack Test packet from bytes
Unpack Test packet from binary

test_FunctionTest

test_FunctionTestUnpack
test_FunctionTestUnpackBin

FunctionExecution Unpack from bytes

Unpack payload fields

Generate unencrypted execution packet

Unpack from binary string

test_FunctionEx
test_FunctionExUnpack
test_FunctionExUnpackBin
test_FunctionExUnpackPayload,

Housekeeping Unpack from bytes

Generate packet with data

Unpack from binary string

test_Housekeeping
test_HousekeepingUnpack
test_HousekeepingBin

SLE TM Endpoint

Socket and thread initialization
Trigger frame send on queue threshold
Forward valid CCSDS packet to queue
Handle unsupported service types

test_init_creates
test_send_framesthreshold
test_forward_buffers_packet
test_forward_unrecognizedsrv

TABLE III: Memory Usage and Processing Delay for
Fullwave (FW) and Simple Modes

Service Memory Usage Delay

FW Simple FW Simple
Uplink 3 GB 2 GB <15s <l1ls
Downlink 3GB 2 GB <15s <l1ls
SLE Provider 180 MB 180 MB - -
SLE User 37 MB 37 MB - -
MQTT Broker 2 GB 2 GB - -

identifiers and boundary conditions during packet
forwarding. A summary of the test coverage is pro-
vided in Table II.

Table III reports the memory usage of each com-
ponent in both simple and full waveform processing
modes, along with the associated processing delays
introduced by the channel emulation modules. These
delays are measured as the average time required to
process a single data burst. In simple mode, pro-
cessing latency remains well below one second, while
full waveform simulation may reach up to 1.5 sec-
onds. These values still meet real-time requirements
for most operational use cases, such as interactive
control link emulation or telemetry stream testing.
Specifically, the uplink and downlink channel models
require approximately 2-3 GB of memory, depend-
ing on the deployment configuration. Other services,
such as the SLE Provider, SLE User, and MQTT-
based queue broker, require moderate memory re-
sources and do not contribute significantly to latency.
The queue-based architecture inherently supports
parallel processing of multiple satellite links. While
this work reports single-link performance metrics,
multi-link scalability tests are part of ongoing devel-
opment and will be reported in future extensions.

It is worth pointing out that the channel modules
introduce a baseline propagation delay representative
of the physical transmission time of a satellite link
evaluated as follows:

-

. (14)

where T}, is the propagation delay, d is the distance
between the ground station and the satellite, and c
is the speed of light in vacuum (~ 3 x 108 m/s). The
distance d is computed by converting the geodetic
coordinates of the satellite and ground station into
Earth-Centered Earth-Fixed (ECEF) coordinates us-
ing the WGS-84 ellipsoid model [38]. The relative
displacement vector is then projected into the lo-
cal North-East-Down (NED) frame centered at the
ground station. The resulting Euclidean norm pro-
vides the line-of-sight distance used to evaluate Tj,.
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